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Technology has historically provided significant advantages for 
Special Operations Forces (SOF).  The two decades after 9/11 
witnessed the emergence of  myriad technologies that enabled an 
unprecedented level of  SOF operations against non-state actors, such 
as al Qaeda and the Islamic State.  Today, as SOF transitions from 
the war on terrorism to great power competition (GPC) and potential 
future great power conflict, SOF is turning to technology once again 
as the main tool for maintaining its competitive advantage over 
near-peer threats. The primary technology-driven SOF concepts 
for this “new” competition and conflict space are hyper-connected 
and hyper-enabled SOF. These concepts use technology to ensure 
SOF has the situational awareness to outmaneuver its adversaries 
both physically and cognitively to achieve what the US Army calls 
“decision dominance.”1

However, this policy paper argues SOF’s desire for technology-
driven, hyper-connected and hyper-enabled SOF is not a panacea. 
The technologies to enable these two concepts also emit signals and 
digital signatures which allow near-peer foes to detect and target 
SOF and disrupt or defeat special operations missions. Thus, like a 
double-edged sword, the same technology that SOF seeks to use in 
order to gain a competitive advantage over its near-peer adversaries 
is also potentially its Achilles’ heel. This policy paper will offer six 
implications of  hyper-connectivity and enablement and provide 
seven policy recommendations to minimize the risks to SOF of  the 
above threats. 

Background

The US military has spent two decades attempting to network the 
joint force and achieve decision dominance to “develop the situation 
out of  contact, engage the enemy in unexpected ways, maneuver to 
positions of  advantage with speed and agility, and engage enemy 
forces beyond the range of  their weapons systems.”2  Today, the 
newest version of  this concept in the US is known as joint all-domain 
command and control (JADC2).3 

Likewise, SOF leaders envision a similar capability for SOF, placing 
technology as the key to dominance in the GPC to allow SOF 
operators and units to “see themselves; see the environment; and 
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see the threat.”4 The goal is to allow SOF the ability 
to observe, orient, decide, and act faster than their 
adversaries.5 

Central to the vision is the hyper-connected and 
hyper-enabled SOF operator with near-perfect, data-
driven situational awareness and understanding as 
one part of  the collective whole of  similar operators, 
systems, and sensors. It envisions that the large-
scale, interconnected sensor-operator combination 
will continually collect vast amounts of  data from a 
variety of  sensors, and rapidly analyze, compile, and 
turn the data into actionable intelligence helped by 
artificial intelligence and machine learning. In turn, 
SOF will use the finished intelligence to deliver multi-
domain dilemmas against the adversary.6 

The US Special Operations Command (USSOCOM) 
director of  the hyper-enabled joint acquisition 
task force describes the technologies needed to 
achieve this vision including, “Edge computing and 
analytics…human-machine interfaces…adaptable 
and flexible sensors;…social network mapping…
probabilistic techniques…that can speed and enhance 
decision-making; intuitive mobile applications that 
support data aggregation…and enhanced stand-off 
identification.”7 This compelling vision equips the 
practitioner with a panoply of  capabilities at the 
forward edge of  operations instead of  at HQs and 
rear areas where such technologies are usually kept.  
As described, pushing these capabilities down to the 
“ground level” is attractive while the accompanying 
increased illumination of  tactical elements expected 
to operate with a low signature is not.  

USSOCOM’s hyper-enabled operator is based on 
“four pillars of  technology including communications, 
computing, data/sensors[,] and human-machine 
interfaces.”8 The goal is to ensure SOF operators 
or units are enabled with the information they need 
at the so-called “tactical edge.”9 Conceptually, it is 
difficult to argue against this hyper-connected and 

hyper-enabled SOF vision since it makes sense in a 
perfect world. However, the hyper-connected and 
hyper-enabled SOF concepts do not account for the 
reality of  the threat environment and the capabilities 
of  the near-peer adversaries to detect and target 
electromagnetic and digital signatures. 

To work as advertised, the hyper-enabled operator 
must have secure, resilient, and sustained connections 
to the network and the bandwidths to send and 
receive substantial amounts of  data. The scale of  
this hyper-connected network consisting of  equally 
hyper-enabled operators and SOF units within a 
theater or globally is immense. The question is not 
if  this hyper-connected network is secure—secure 
as in the data is secure from being decrypted—
but whether it is detectable and targetable due to 
the immense electronic and digital signatures that 
such a network must emit.10 In the zero-sum game 
of  state competition, to expect or assume a large-
scale, hyper-connected network consisting of  hyper-
enabled operators will not emit significant amounts 
of  detectable and targetable signatures is unrealistic. 

The points of  greatest detectability and vulnerability 
are where the data intersects with the nodes—the 
nodes being the hyper-connected and enabled SOF 
operators and at SOF headquarters at all levels. The 
detection and then targeting of  these nodes by near-
peers, especially at scale and across multiple nodes 
simultaneously, will result in disruption or destruction 
of  the hyper-connected and enabled SOF networks. 
Given the inherent risks of  detection and targetability, 
it bears remembering that hyper-connectivity and 
enablement work both ways.

This risk does not go unacknowledged by SOF, but it 
tends to be assumed away. The  USSOCOM Director 
of  Science and Technology admits signatures are 
the norm in the future, “SOCOM will not be able 
to operate without an electronic signature….Going 
forward, operators will need to consider what type of  
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signatures they use and how long they can use it without 
being detected [authors’ emphasis].”11 However, how will 
the operators know if  they have been detected, or will 
the gut-wrenching sound of  an inbound precision 
missile, rocket, or artillery round on their position be 
the only indicator? 

Given the lethality, precision, range, and ubiquity 
of  modern weapons, the risk of  underestimating 
this threat is high. Capabilities touted as “Low 
probability of  intercept” expose the stark limitations 
of  the technologies that SOF is expected to rely 
upon. Until there are “no-probability-of-detection” 
technologies, SOF will have significant exposure 
problems. This situation will get exponentially worse 
with the continued technological innovations to detect 
signatures and anomalies by near-peer powers. 

Additionally, sensor technology abounds which 
will contribute to the exposure of  SOF operators 
and operations. In the past, the various intelligence 
collection capabilities of  near-peer adversaries 
were known and accounted for in mission planning. 
However, today, there are too many sensors to fully 
understand the threat. For example, publicly available 
data can expose SOF operators at home and abroad 
based on changes in their digital patterns of  life. 

This trend is especially disconcerting for clandestine 
SOF operators or operations as SOCOM’s Science 
and Technology Director rightly notes, “An 
interconnected world also means less ‘invisibility’ for 
special operators who are accustomed to conducting 
clandestine missions.” 12 

SOF must also be careful in employing what seems 
like sound solutions against unwanted detection and 
targeting. For example, US SOF’s naked operator concept 
envisions deploying SOF “overseas with absolutely 
no electronic signature on them.… [procuring] local 
indigenous equipment[,] and then [blending] into the 
information environment, while still communicating 
back to their higher headquarters without raising a 

signature.”13 Although the recognition of  the problem 
is the first step and should be applauded, the solution 
may be insufficient to protect operators operating in 
countries where our adversaries are hunting them but 
may fail to account for the realities of  the big data 
world.  

For example, entering a country with no signature 
is a signature. New signals from locally obtained 
equipment can be correlated with the arrival of  
foreigners whose actual identity and digital histories 
will be betrayed by big data. Smart city technology 
will quickly lead to the association of  a “naked” 
operator and their devices via facial recognition. 
Data aggregation will make it difficult to obfuscate 
communication with higher headquarters. And lastly, 
if  the adversary is tracking known or suspected SOF 
operators’ digital patterns of  life (POL) at home, they 
will be able to detect changes in their digital POLs 
when they are abroad.

Historical Vignettes

Modern SOF’s forebearers, the World War II British 
Special Operations Executive (SOE) and American 
Office of  Strategic Services (OSS) also experienced 
technology’s benefits and risks. Long-range wireless 
communications were developed to support SOE 
and OSS efforts to organize, train, equip, and advise 
resistance elements and transmit critical human-
intelligence reporting from occupied territories. 
This approach was a groundbreaking technological 
leap over traditional, non-technical clandestine 
communications means, such as couriers and carrier 
pigeons. 

In response to the wireless, the Germans quickly 
developed a suite of  counter-technologies—including 
fixed, vehicle, and later man-portable direction-finding 
capabilities that allowed the Germans to discretely 
find the exact building and floor of  transmission and 
interdict the operator.14 Despite efforts by SOE and 
OSS to adapt faster, the Germans relentlessly adapted 
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their counter-technology and operating procedures to 
effectively reduce the time needed to find and interdict 
transmissions. 

Jump ahead six decades, and in 1997, an operation 
in Ansariya, Lebanon by the Israeli Defense Force’s 
(IDF) maritime SOF unit, Flotilla 13, provides a 
catastrophic example of  adversary exploitation of  
intercepted technology-emitted signatures. While 
executing a nighttime over-the-beach infiltration 
to conduct a raid, Flotilla 13 was ambushed by 
Lebanese Hezbollah, who killed 11 IDF SOF. Before 
the ambush, the IDF used cutting-edge drones to 
collect intelligence on the target.  Underestimating 
Hezbollah’s capabilities, the IDF repeatedly sent 
drones over the target not knowing that Hezbollah 
was able to intercept the unencrypted imagery 
transmission from the IDF drone and figured out the 
target of  the raid.15 

After the events of  9/11, the next decade saw a highly 
technology-driven SOF find, fix, finish, exploit, 
analyze, and disseminate (F3EAD) targeting process, 
fueled by insurgent and terrorist electronic and digital 
signatures. Throughout this period, SOF mastered 
the employment of  counter-technologies at historic 
levels with agility and precision to relentlessly hunt 
the technology-emitted signatures of  insurgent and 
terrorist leaders and their followers.16 However, these 
low-tech adversaries quickly learned to deny their 
high-tech Western rivals a decisive victory by negating 
the West’s technological advantage. Successful groups 
never allowed the Western coalition to decisively 
detect and engage their resilient clandestine insurgent 
and terrorist networks and threaten their overall 
ambiguity.17 

While the coalition celebrated the death or capture 
of  high-value targets, the clandestine networks simply 
replaced their losses, an accepted occupational hazard 
expected in their line of  work, per their succession 
plans. This fact allowed these groups to protract 

conflicts and win by not losing in what they view as a 
multi-generational conflict where the goal is to not be 
decisively defeated or destroyed.18 

Further examples abound. In a repeat of  the signals 
compromise that led to the Flotilla 13 ambush, a 
similar compromise happened more than a decade 
later when Iranian-backed groups in Iraq reportedly 
used a $26 off-the-shelf  software package to monitor 
US Predator drone feeds. In the fall of  2011, Lebanese 
Hezbollah reportedly correlated cellphone data to 
expose cellphone connections between US intelligence 
officers and their agents in Lebanon.19 In 2018, 
reporting showed that US SOF among others had 
their operational bases compromised and patterns of  
life tracked by innocuous electronics, such as Fitbits, 
smart watches, and smartphone applications.20 Also 
in 2018, it was reported that eight years earlier the 
Chinese government had begun to hunt and eliminate 
US-recruited agents in China by combining a tip 
from an espionage target with deep data analysis of  
aggregated historical data to detect and expose U.S. 
Government covert communications with their agents 
in China.21 China’s use of  data, including stolen data, 
was further reported to have been the source of  other 
exposures of  US intelligence officers in Africa and 
Europe over the last decade as well.22 

In 2020, cyber-sleuths or so-called “tail watchers” 
exposed the US SOF hostage rescue operation 
in Nigeria by identifying known US SOF aircraft 
departing the continental US and then staging and 
executing the rescue operations out of  Europe.23 
Although they did not know the actual target, they 
quickly identified unusual activity and posted this 
information on social media, generating additional 
attention. 

The continued clashes and short war between 
Azerbaijan and Armenia over Nagorno-Karabakh 
from 2020 to 2022 exposed the world to the realities 
of  high-tech war, even for small states. One lesson 
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that should have been learned was the impact of  
technology, including signals emission detection, 
and the resultant exposure of  forces on the modern 
battlefield. As Jack Watling noted, “Dependency 
upon radio in Western operations is a hard habit to 
kick….Western forces tend to leave a tell-tale map of  
electronic signatures….For a competent adversary 
[sic] these signatures offer another potent tool to map 
Western forces’ movements.”24

Cyber-sleuths are also exposing Russian nefarious 
activities and forces involved in the 2022 Russian 
invasion of  Ukraine, both of  which provide current 
examples that foretell the future for SOF in these 
environments. For example, the data analytics 
company Bellingcat successfully acquired data to 
piece together Russian activities, from identifying the 
team that poisoned Russian opposition figure Alexei 
Navalny to the exposure of  Russian undercover 
operatives who spent years building and living their 
covers.25 Additionally, in support of  Ukraine’s efforts 
to defeat the Russian invasion, hacktivists have used 
honeytraps, the allure of  romantic encounters,  to trick 
Russian troops into sharing their locations on social 
media sites, information later used for targeting.26 

Lastly, like the way non-state actors used 
decentralization and mission command to remain 
resilient during the war against terrorism, the 
Ukrainian conventional and irregular ground forces 
are proving once again that asymmetries can be used 
to defeat more technologically capable foes. The 
Ukrainians are employing decentralized small units, 
using hit-and-run tactics and mission command, 
which can effectively attrit a technologically capable 
adversary. Stand-off weapons, whether remotely 
detonated improvised explosive devices or precision-
guided munitions, increase the effectiveness and 
survivability of  these small, decentralized forces by 
ensuring they do not become decisively engaged. 

This sampling of  historic vignettes begins to shed 
light on the threat of  detectable signals or data of  
technology-emitted signatures, as well as potential 
means to counter more technologically capable 
adversaries. Although these vignettes do not show the 
impact of  hyper-connectedness or hyper-enablement, 
they show the catastrophic results of  even minor signal 
and data emissions and detection. 

Risk of Technology Literature Review 

Four recent articles raise similar alarms about the 
risks of  signals and digital signatures and the use of  
other technologies, such as artificial intelligence (AI), 
in the GPC. 

The first, Chris Cruden’s 2021 “Manhunting the 
Manhunters: Digital Signature Management in 
the Age of  Great Power Competition” highlights 
a general lack of  understanding of  the impacts of  
digital signatures by SOF and the need to “secure 
SOF operations now and in the future.”27 

The second article by Dr. Peter Roberts and Dr. Sandor 
Fabian, “More Odysseus, Less Achilles: Developing 
Special Operations Forces for the Challenges Ahead” 
addresses some of  the inherent risks of  focusing on 
technology instead of  on SOF operators, which the 
authors surmise is likely to lead to nothing more than 
tactical success based on history.28 

Third, is Dennis Murphy’s “Sorting Through the 
Noise: The Evolving Nature of  the Fog of  War” 
which highlights the risks to the joint force (equally 
appliable to SOF) as it adopts AI to process mass 
data and AI’s “inherent fallibility.”29 He also notes the 
need for military commanders and strategists to be 
comfortable with this reality and its implication.30 

Lastly, Matthew Moellering’s article focused on SOF 
and irregular warfare (IW), “Hiding in the Noise: 
Preparing the Irregular Warfare Community for 
the Age of  AI,” discusses similar issues with both 
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the positives and negatives of  AI as applied by SOF 
and its adversaries and the need for SOF and IW 
practitioners to adapt to the realities and risks of  big 
data. 

These articles, published in the last 16 months are 
indicative of  the increasing awareness of  these issues 
and the need to heed these warnings. The services, 
led by the US Marine Corps (USMC), are also trying 
to understand and adapt to the threat of  signature 
and data detection. Since 2016, the USMC has been 
preparing to fight in degraded or denied command, 
control, and communications environments.31 Their 
clearly articulated goal is to “minimize signatures” in 
what they call the “battle of  signatures” where “’ to be 
detected is to be targeted is to be killed.’”32 

Although not as far-reaching as the Marine Corps, 
the US Army has recently begun to understand the 
realities of  the GPC and the threats of  signals and 
digital technology-emitted signatures, addressing 
these risks in the recently released October 2022 
Field Manual (FM) 3-0, Operations. It accounts for 
managing technology-emitted signatures as part 
of  its acceptance of  “constant enemy observation” 
and the resultant need to disperse and remain as 
mobile as possible. Finally, it stresses the need for 
leaders at all levels to be able to exercise “disciplined 
initiative cultivated through mission command,” to 
over overcome uncertainty, dispersion of  forces, and 
degraded communications.33 

The Key Takeaways

The above highlights several trends and unintended 
outcomes related to overreliance on technology by 
SOF and the joint force as the means to gain an 
advantage over their adversaries. While theoretically 
the technology-driven concepts are well reasoned, 
technology continues to be a double-edged sword 
where the very same technology SOF looks to gain 
an advantage over an adversary can also be SOF’s 
Achilles’ heel. The adversary gets a vote and will 

not simply allow SOF and the joint force to gain an 
advantage without trying to counter it, negate it, or 
use it for their own advantage. 

Based on the above, policymakers should consider 
the following six implications of  SOF’s efforts to 
achieve hyper-connectedness and hyper-enablement, 
including:

1. Providing near-peer adversaries the signals and 
digital signatures needed to detect, target, and 
achieve hyper-disruption or destruction of  the SOF 
network;

2. Inadvertently tipping the balance from SOF 
being the hunter of  the war on terrorism to SOF 
being the hunted in the great power competition or 
conflict; 

3. Technology acquisition efforts resulting in greater, 
not lesser risk to SOF, and potentially higher SOF 
casualties when competition transitions to conflict 
against a near-peer adversary;

4. Challenging, at scale, the first SOF truth that 
people are more important than hardware where 
investment in and overreliance on technology 
overshadows efforts to recruit, assess, select, train, 
and retain the best SOF operators;

5. Raising the question of  the viability of  SOF’s 
historical roles, missions, capabilities, and reliance 
on technology in the great power competition and 
conflict continuum; and

6. Demonstrating that more technology is not 
always the answer—dispersed and decentralized 
small units using mission command to mitigate and 
deny targetable signatures may be more practical in 
future near-peer fights.
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Policy Recommendations 

Based on the above implications, seven policy 
recommendations emerge if  hyper-connected and 
hyper-enabled technology proves to be SOF’s Achilles’ 
heel:

1. Review hyper-connected and hyper-enabled SOF 
concepts and other technology-driven SOF concepts 
and capabilities to determine their applicability and 
risk to mission and risk to force in a great power 
competition or conflict. 

2. Clearly define SOF’s great power competition 
and conflict roles, missions, and the technologies 
required to identify and articulate the related risks 
to force and risk to mission.

3. Prepare SOF leaders and operators to be 
comfortable with operating without connectivity 
and tech-enabled situational awareness at the 
tactical, operational, and strategic levels, and to be 
able to seamlessly transition from digital to analog 
at the speed of  war.

4. Take a page from the playbooks from clandestinely 
networked insurgent and terrorist adversaries and 
the Ukrainian conventional and irregular ground 
forces resisting the Russian invasion which have 
effectively avoided decisive action by disaggregating 
and dispersing their forces, used decentralizing 
command and control, to: 

a. Refocus on the first SOF truth—people are 
more important than hardware—and invest in 
SOF leader and operator training, education, 
and professional development to prepare and 
empower this and future generations of  SOF to 
operate and thrive in a near-peer, high-threat, 
high-tempo, and disconnected environments of  
great power competitions and conflicts.34 

b. Fully accept mission command principles and 
practices which will require a complete cultural 

shift across the entire SOF chain of  command 
from today’s risk-averse and micromanagement 
culture. 

c. Exercise decentralized and dispersed operations 
using SOF maturity, expertise, competence, 
cultural awareness, and ability to operate in 
austere and denied areas. 

5. Establish unbiased and continual red teaming 
to the SOF acquisition process and employment 
of  SOF technology to assess the integrity, strength, 
and signatures of  the technology throughout its life 
cycle. 

6. Train SOF leaders and operators to understand 
and employ continuous signature assessments, 
management, and reduction at all levels to deny 
exploitable signatures to the adversary. 

7. Consider similar policies for the joint force which 
will face similar risks but at a much large scale than 
SOF when developing and employing similar hyper-
networked and hyper-enabled joint force concepts. 

Conclusion

The goal of  this policy paper was to challenge the 
traditional premise that technology is the answer to 
SOF’s great power competition or conflict challenges. 
While the concepts challenged in this paper would be 
ideal in the perfect world, warfare is far from perfect 
or controllable, and thus the fog and friction of  war, 
and near-peer adversaries with equal or greater 
technological abilities drastically increase the risk due 
to overconfidence in technological solutions. 

Historically, while technology has offered many 
advantages to SOF and the joint force, adversaries 
have found its weaknesses, such as signal emissions, to 
turn the technology against its user. The technology-
related risks increase with the threat’s continued 
mastery of  big data using artificial intelligence, 
machine learning, and quantum computing which 



8

SOF Hyper-Connected and Hyper-Enabled Technology: SOF’s Strength or SOF’s Achilles’ Heel?

December 2022 Volume 2,  Issue 12

could correlate complex data streams even more 
rapidly in the future. Given these trends, it is difficult 
to see how SOF is going to hide in the digital and 
physical space without adapting current concepts to 
the realities of  the threat environment. 

This policy paper outlines six implications of  SOF 
hyper-connectivity and enablement and seven policy 
recommendations to minimize the risks to SOF of  
the above threats. This paper, as well as the others 
mentioned above, should drive renewed interest in 
understanding the inherent risks related to hyper-
connected and hyper-enabled SOF, and finding viable 
solutions to reduce the risks to SOF and SOF missions. 
If  SOF finds its reliance on technology has surpassed 
its ability to operate without it to reduce signatures 
to a manageable level, then SOF will be relegated to 
non-near peer operations rather than against near-
peers in great power competition and conflict.
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